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Fault detection and process monitoring using principal-component analysis (PCA) 
and partial least squares were studied intensively and applied to industrial processes. 
The fundamental issues of detectability, reconstructability, and isolatability for multidi- 
mensional faults are studied. PCA is used to define an orthogonal partition of the 
measurement space into two orthogonal subspaces, a principal-component subspace, 
and a residual subspace. Each multidimensional fault is also described by a subspace 
on which the fault displacement occurs. Fault reconstruction leads to fault identifica- 
tion and consists of finding a new vector in the fault subspace'with minimum distance 
to the principal-component subspace. The unreconstructed variance is proposed to mea- 
sure the reliability of the reconstruction procedure and determine the PCA model for 
best reconstruction. Based on the fault subspace, fault magnitude, and the squared 
prediction error, necessary and sufjicient conditions are provided to determine if the 
faults are detectable, reconstructable, and isolatable. 

Introduction 
Process equipment deteriorates with time and use, and re- 

quires frequent maintenance. In some processes, equipment 
degradation affects the quality and yield. However, in other 
cases, the plant production is not affected by the equipment 
degradation until a major failure occurs. This type of drastic 
failure of process equipment is usually very costly because 
the production would be interrupted for a period of time, 
and other equipment or product stocks could be affected by 
such a failure. For this reason, in general, it is important to 
detect sensor faults as well as process faults that indicate sig- 
nificant deterioration of equipment. 

Process disturbances are another source of operational 
problems in a plant (Ku et al., 1995). Because not all the 
variables that affect the process are under the control of the 
plant operations, the changes in one of these variables may 
take the process operation out of its optimum. Moreover, se- 
vere process interaction increases the possibility that a con- 
trol action, which tends to correct a disturbance in a particu- 
lar process unit, will affect other units of the plant. This in- 
teraction also shows the necessity of monitoring the process 
in an integrated manner to avoid incorrect fault diagnostics. 
Therefore, for appropriate monitoring of a process, multiple 
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sensors located at different places in the plant should be con- 
sidered to detect a process fault. 

The detection of changes in the process operation of a plant 
requires a monitoring technique that quantitatively repre- 
sents the major relations among the process variables. Viola- 
tion of such relations would indicate a potential malfunction 
in the plant. Principal-component analysis (PCA) (Jackson, 
1980; Wold et al., 1987) is a reliable and simple technique for 
capturing variable correlation. Several articles have recently 
illustrated the use of PCA in process monitoring and statisti- 
cal process control (Kresta et al., 1991; De Veaw, et al., 1995), 
fault diagnosis (Kourti and MacGregor, 1994; Raich and 
Cinar, 1994), and sensor validation (Tong and Crowe, 1995; 
Dunia et al., 1996a,b,c). The applications vary from batch 
processes (MacGregor et al., 1994) to continuous processes 
(Dunia and Qin, 1998). Miller et al. (1993) proposed a contri- 
bution plot approach based on PCA models to help identify 
variables strongly affected by the underlying fault. 

Even though many authors have reported the success of 
using PCA for process monitoring, there are some fundamen- 
tal issues related to statistical process monitoring that have 
not been developed in the PCA framework. For example, 
based on the confidence region used for fault detection, it is 
important to establish the minimum fault magnitude required 
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for the appropriate detection and identification of a fault. 
Furthermore, it is important to determine if the PCA model 
is able to isolate one fault from others in order to diagnosc 
the root causes of the fault. Such concepts are referred to as 
detectability, reconstructubility, identifiability, and isolutability of 
a fault, which denote the capability of the fault diagnosis ap- 
proach at different stages of fault monitoring. Detectability 
represents the capability of the model to detect the presence 
of a fault; reconstructability is a property that assures the esti- 
mation of the normal sample vector using the corrupted sam- 
ple vector and the model; identifiability refers to the ability to 
find the true fault from a set of possible candidates; and iso- 
lutubilify makes faults capable of being distinguished from one 
another by means of the model and fault direction. 

To determine how large a fault can be detected, it is con- 
venient to parameterize the fault by its magnitude. Keller ct 
al. (1994) have defined gross-error faults by the product of a 
vector (which specifies the faulty sensor) and a gross-error 
magnitude. Similarly, Dunia et al. (1996) made use of this 
representation for sensor fault reconstruction and identifica- 
tion via PCA. They provide a geometric approach to the 
monitoring problem by defining a partition of the measure- 
ment space into the model and residual subspaces, which can 
determine the data variations due to normal and abnormal 
operation conditions, respectively. 

The fault parameterization in magnitude and direction was 
used by Dunia and Qin (1998) to quantitatively express the 
monitoring conditions for unidimensional process and sensor 
faults. In the unidimensional representation, a fault-direction 
vector in the measurement space is defined and reconstruc- 
tion is done by sliding along the fault direction toward the 
principle-component subspace. A set of faults, which include 
sensor and process faults, was considered to determine if a 
fault can be detected, identified, reconstructed, and isolated 
using principal-component models. The PCA model was also 
determined such that the variance of the reconstructed error 
is minimized. 

This work extends the concepts of detectability, identifia- 
bility, reconstructability, and isolatability to the multidimen- 
sional fault case, where the fault displacement occurs in a 
subspace. Fault identification is performed by reconstruction, 
which brings the sample vector back to the principal-compo- 
nent subspace along the subspace that describes the fault. 
The multidimensional nature of the fault makes it more diffi- 
cult to derive the necessary and sufficient conditions. Be- 
cause the dimensions of the fault subspace can be adjusted to 
best reconstruct the fault, the algorithm used to obtain the 
PCA model does not only consider the best model for fault 
reconstruction, but also provides the dimension of the fault 
subspace. 

This article is organized in the following way. The next sec- 
tion presents the use of PCA for fault detection, and defines 
the conditions for fault detectability in terms of the fault ba- 
sis and magnitude. The third section ilrustrates the fault re- 
construction procedure when considering multidimensional 
fault subspaces. The concepts of complete and partial recon- 
struction are also introduced in this section to determine the 
capability of the PCA model to estimate the normal sample 
vector in the presence of a fault. The procedure to determine 
the model for best reconstruction is presented in the fourth 
section. This procedure makes use of the unreconstructed 
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variance to determine (1) the optimal number of principal 
components, (2) the set of sensors to use for monitoring, and 
( 3 )  the reconstructable directions in each fault subspace. 
These reconstructable directions spccify the fault subspace 
dimension for identification and isolation. The identification 
of process faults is discussed in the fifth section. An identifi- 
cation index for multidimensional faults is also provided in 
this section. The sixth section derives the conditions for iso- 
latability between a pair of faults. Isolatability can also be 
complete or partial depending on the fault subspace. A case 
study of a simulated process is given in thc seventh section to 
illustrate the conditions for fault dctectability, recon- 
structability, isolatability, and the selcction of the number of 
principal components for best reconstruction. Finally, the 
eighth section provides a summary and conclusions of this 
article. 

Fault Detection and Detectability 
PCA and fault detection 

sample vector into two portions, 
Principal-component analysis decomposes a normalized 

x = P + i .  ( 1 )  

where x E !H * is the sample vector normalized to zero mean 
and unit variance. The vectors P and i are the modeled and 
residual portions of x, respectively. The vector .i is the pro- 
jection on the principal-component subspace (PCS): 

(2)  3 = Pt = P P 5  = cx, 

where P E !~t""' is the PCA loading matrix, t E 9i' is the 
score vector, and 1 >_ 1 is the number of PCs retained in the 
PCA model. The matrix C = PP' represents the projection 
on the 1 = dimensional PCS, S .  Therefore, 2 E S c %*, with 
dim( S ) = 1. 

The columns of the loading matrix, P, are the eigenvectors 
of the correlation matrix ( R )  associated with the 1 largest 
eigenvalues. For this reason, PCA captures the maximum 
measurement correlations of historical data under normal 
operation. The number of principal components (1) depends 
on the correlation among the process variables. Jackson (1991) 
summarized a few criteria for the selection of 1. In the fourth 
section we propose a new method to calculate the number of 
principal components based on best fault reconstruction. 

The residual P lies in the residual subspace (RS), 

i = ( I - C ) x = d x E  s ClH", (3) 

where C = I - C represents the projection matrix on the RS, 
S, with dim( S) = I =  m - 1. 

A change in variable correlation indicates an unusual situ- 
ation, because the variables do not conserve their normal re- 
lations. Under this situation the sample x increases its pro- 
jection to the RS. As a result, the magnitude of f reaches 
unusual values compared to those obtained during normal 
conditions. A typical statistic for detecting abnormal condi- 
tions is the squared prediction error (SPE), 
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A confidence limit for SPE was originally developed by Jack- 
son and Mudholkar (1979) and used later by many re- 
searchen (Wise and Ricker, 1991; MacGregor and Kourti, 
1995: and Dunia et al., 1996a). The process is considered 
normal it 

SPE I 62 ,  (5) 

where 6’ dcnotes a confidence limit or threshold for the SPE. 
Another index often used for fault detection is the 

Hotelling T’ -test, which is described in, for example, Kresta 
et al. (1991) The T 2  index is defined as 

which follows a x 2  distribution of 1 degrees of freedom, 
where h = &&A,, A2,  . . . , A,} is a diagonal matrix containing 
the I largest eigenvalues of the covariance matrix of x. A 
multivariate x 2  control chart can be obtained by plotting T 2  
vs. time with a control limit # l ) ,  where /3 is the confidence 
level of the test. If T 2  > xi([), an abnormal situation is indi- 
cated. 

Definition of fault detectability 
As discussed earlier, there are two typical indices for fault 

detection, the SPE and the T Z  indices. There can be as many 
as four cases for the two indices: 

1. A fault in the process causes both SPE and T 2  to exceed 
the control limits. 

2. A fault in the process causes SPE to exceed its control 
limit, but not T’. 

3. A fault in the process causes T 2  to exceed its control 
limit, but not SPE. 

4. A fault in the process causes neither SPE nor T 2  to 
exceed the control limits. 

It should be noted that, although SPE and T2 indices are 
used in the literature to detect faults, they have different 
physical meanings and do not have the same importance in 
detecting faults. A PCA model, if built properly, extracts the 
correlation among variables due to mass balance, energy bal- 
ance, and operational restrictions. A significant increase in 
SPE, which measures the distance from the PCS, indicates a 
breakdown of the normal correlation. Therefore, SPE detects 
faults that violate the process mass balance, energy balance, 
or operational restrictions. Using SPE index alone, one can 
consider fault cases 1, 2, and 4, regardless of the values for 
T 2 .  On the other hand, a significant increase in T2 but no 
significant change in SPE, which is case 3, can be due to a 
fault or a normal change in the process throughput that con- 
serves the correlation structure. Therefore, the use of T 2  
could detect a fault that conserves that correlation structure, 
which could not be detected by SPE, but it also brings confu- 
sion with a normal change in throughput. The SPE de- 
tectability will cover three of the four cases previously listed. 
The T’ detectability and how to discriminate a T2-detectable 
fault from a normal throughput change deserve further study 
and will not be discussed in this article. For the remainder of 
the article, we refer to fault detectability, identifiability, and 
reconstructability in the sense of SPE only. 

The SPE statistic is usually effective in detecting process or 
sensor faults. As indicated in case 4, however, some faults 
can happen in a way that does not affect the value of SPE. 
The situation is complicated when the fault is multidimen- 
sional. In the next subsection, we provide a general represen- 
tation for multidimensional faults and derive the necessary 
and sufficient conditions for the detectability of multidimen- 
sional faults. 

Necessary condition for detectability 
The multidimensional-fault case consider5 the displace- 

ment of the operating point from the normal location (close 
to the PCS) into the fault subspace. We denote S, as the 
subspace of fault 5,, where dim( S,) = I ,  I m and S, c 91 m. A 
set of bases for S, can be represented as columns of E ,  E 
! H r n x ‘ l .  In the case of a single fault with multiple dimensions, 
E ,  is chosen to be orthonormal. In the unidimensional fault 
case, I, reduces to a vector with unit norm. For the case of 
simultaneous unidimensional faults, the matrix composed by 
all unidimensional directions may not have linearly indepen- 
dent columns. However, we can always select a collection of 
independent directions to compose E l .  Singular-value de- 
composition (SVD) (Strang, 1980) can be applied to obtain 
an orthonormal basis for S , .  For this reason, we assume that 
I, is orthonormal without loss of generality. 

The sample vector for normal operating conditions is de- 
noted by x*, which is unknown when a fault has occurred. In 
the presence of a process fault TL, the sample vector x is 
represented by the following expression: 

c 

I 

x = n* + E c  f ,  ( 7 )  

where 2, is orthonormal and / I f  II represents the magnitude 
of the fault. Note that f may change over time depending on 
how the actual fault develops over time. The actual fault be- 
longs to the set of possible faults, denoted by {Fj} .  Some 
members of this set may be combinations of faults. 

The columns of E ,  can be projected onto S and S: 

where the columns of 3, = C E ,  and 8, = C E ,  belong to S 
and 5, respectively. The following relation represents the 
projection of Eq. 7 onto S, 

f = f* + g, f .  ( 9 )  

Although Ei has full column rank, g, may not have full col- 
umn rank. For this reason, we apply singular-value decompo- 
sition to e,, 

(10) 
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where at and < and c E ~ ~ ~ x ~ ~ ,  respectively. 0, E ~ i ~ x i ~  contains nonzero singu- 
lar values of 8,. Therefore, e, represents the nonvanishing 
directions of 8,, and a 

are orthogonal to 2: = a E Srn 

the vanishing directions. 
Equation 9 can be rewritten as 

where 

and 

(11) 

(12) 

represents the fault displacement projected on S. The 
columns of gL and 2; :pan the same subspace s,, which is 
the projection of S, on S. The use of 2; instead of 2, elimi- 
nates the possibility of linear dependence of the fault basis 
projected onto S. 

From Eqs. 9 and 11, the SPE can be represented as fol- 
lows: 

If a fault happens but it does not affect the SPE, this fault 
cannot be detected by the SPE. Therefore, we have the fol- 
lowing three cases as the necessaxy conditions for detectabil- 
ity: 

(i) If 8, = 0, the fault is not detectable no matter what f 
is. 

(ii) If 5, # 0, but Ei is rank deficient, that is, 0 < ( < I ; ,  
the fault is not detectable if f E 3t(cT) = a(< '), which 
makes f= 0 from Eq. 12. 

(iii) If f# 0, the fault is detectable, which implies one of 
the following situations: (a> 2i has full column rank, or ( = I ,  
or (b) f P %(YT)  = R(c  1. These conditions can be easily 
verified with Eq. 14. Intuitively, condition (i) implies that S, 
G S. Condition (ii) indicates that the displacement caused by 
B i f  in Eq. 7 is part of the normal variation of the process 
variables, that is, Z i f  E S. Note that the case of S c S, does 
not prohibit the detection of Ti, but is possible that Z,f E S,  
which is undetectable. 

Figure 1 illustrates the necessary condition for fault detec- 
tion. The measurement space 8" is partitioned into S and 
$. In the top figure, S, is represented br a circular region, 
and is decomposed into si = Si fl S.  If f is 
such that E i f  E i,, Sj is not detectable, otherwise 5, is 
detectable. In the bottom figure, 5, is not detectable regard- 
less of the magnitude and direction of f. 

and Si = S, 

Suficient condition for detectabizity 
The preceding section shows that the necessary coqdition 

for a fault to be detectable is that its projection on S does 

?Rm 

Figure 1. 8"' is partitioned into S (white) and S (gray 
background). 
The point 0 represents the null space. S, s, U s, is repre- 
sented by a circular region (top). If S ,  = S, (bottom), 5, is 
not detectable. 

not vanish, that is, I1 f l l  f 0. Nevertheless, I/ i l l  should be 
large enough to make the SPE exceed the confidence limit, 
that is, SPE > 6 '. This detectability requirement on I /  f l l  can 
be obtained using the following inequality: 

Since ll f* 1 1 '  is the SPE for the normal data, / I  i* 11 I 6, 
which defines the normal region. Therefore, 

To make the fault sufficiently detectable, we must have SPE 
= /I X I1 > 6', which requires I1 f i t  > 26. Therefore, a fault 
5, is guaranteed detectable (with a confident limit) if 

In other words, the fault magnitude projected on the RS has to 
be larger than the diameter of the confidence region. 

The preceding inequality gives a sufficient condition for 
detectability. The following remarks should be made: 

The condition f #  0 is necessary for detectability. 
) I  f 11 > 26 is a sufficient condition for detectability. 

Therefore, if this condition is satisfied, it is guaranteed that 
the fault will be detected. 

If 0 < II f l l  5 26, the fault may be detected, but not 
guaranteed detectable. 

0 To make small faults detectable, it is desirable to reduce 
6, which means to use as many PCs as possible. However, 
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using more PCs reduces ( 1  f 11, which tends to make the fault 
less detectable. There is actually a trade-off to determine the 
optimum number of PCs. 

Fault Reconstruction and Reconstructability 
Fault reconstruction 

In the previous section we have presented the conditions 
for sufficient and necessary detectability of a process fault. 
When a fault is detected, it is desirable to determine the nec- 
essary adjustments to bring the process back to normal condi- 
tion. This will also provide an estimate of the fault magni- 
tude. To conduct reconstruction, we first need to identify the 
fault. In this section, we assume the actual fault has been 
identified as 5, and try to reconstruct the normal portion 
(x*)  from the corrupted vector (x) and the PCA model. The 
identification procedure is discussed later in this article. 

The reconstruction of process faults consists of estimating 
the reconstructed sample vector x i  by eliminating the effect 
of the fault 5,. 

X I  = x - 8; f!, (18) 

where f, is an estimate of the fault displacement, f. Geo- 
metrically, we would like to bring x, back to the PCS along 
the fault basis, 3,, as shown in Figure 2. Projecting Eq. 18 to s and using Eq. 10. 

where 

f ;  = D,qy (20) 

is the projection of the fault on 5. 
The best estimate of x* is found by minimizing the dis- 

tance from x, to the RS, that is, II .I, 1 1 .  Therefore, the recon- 
struction is given by finding f,: 

f, = argmin 1 1  i - S,f, II ' (21) 

From Eq. 12 note that f, can be uniquely calculated if and 
only if @:B,)- ' exists, that is, dim{&]= I , .  This condition 
indicates that the dimension of 5, does not decrease after 
projecting onto the PCS. In this case 2?, has full column 
rank, zi si is invertible, and all the dimensions in Si can be 
reconstructed. We refer to this case as the complete recon- 
struction, since all the dimensions can be reconstructed. How- 
ever, in some cases the fault cannot be completely recon- 
structed because 2?;%, is not invertible. In this case, there is 
no unique solution for f i .  Such a fault can only be 
partially reconstructed and the effect of the fault is partially 
corrected. 

We will derive the necessary and sufficient conditions for 
complete and partial reconstructability. Such conditions al- 
low one to assess the feasibility of fault reconstruction. 

A T &  

0 , 
0 , 

0 

, 
0 , 

4 , 

Xi 

Figure 2. Fault reconstruction: the reconstructed vector 
x i  is obtained by taking x (- - - -) toward 
S f .  - - a) in direction Hi. 

Complete reconstructability 
Equation 18 illustrates that the feasible calculation of f, 

makes the calculation of x, feasible. Furthermore, because 
the fault basis is orthogonal, there exists a one-to-one corre- 
spondence between x, and f ,  in Eq. 18. Therefore, the con- 
dition for the uniqueness of f, in Eq. 21 corresponds to the 
condition for complete reconstructability of x*. As a conse- 
quence, the necessary and sufficient condition for complete 
reconstructubilzfy is any one of the following statements: 

(i) dim { $,} = dim{ S,} = I , ;  
(ii) SJ n S = 0; 
(iii) E 6  has full column rank; 
(iv) F,,,&S~)> 0, where vmln (st)  is the smallest singular 

value of E l .  
Figure 3 illustrates the case of complete reconstructability 

of fault S,. The intersection between S, and S is the null 
vector, represented by 0. 

Figure 3. The fault Si is completely reconstructed be- 
cause Si n S = 0. 
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Substitution of Eq. 22 in Eq. 18 provides the expression for tom), where S, c S .  In most circumstances the condition for 
partial reconstructability is easy to satisfy because it is a coin- 
cidence to have S, c S .  

Complete us. partial reconstruction 
The cases for complete reconstruction and partial recon- 

struction are fundamentally different. In the case of com- 
plete reconstruction, where 3, has full column rank, all di- 
rections can be reconstructed. In the case of partial recon- 
struction, however, only the nonvanishing directions pro- 
jected on S can be reconstructed. However, complete recon- 
struction is a special case for partial reconstruction, since 

x,, 

(23) 

and its projection on 5 is given by 

Partial reconstructability 
When a fault is not completely reconstructable, some di- 

mensions in S, vanish after projection on S. This is the case 
where g, is rank-deficient. However, we can compute a par- 
tial reconstruction by finding a minimum norm solution to Eq. 
21 using the Moore-Penrose pseudoinverse (Albert, 1972). 
Appendix A shows that a minimum norm solution to Eq. 21 
is 

where the Moore-Penrose pseudoinverse using the SVD form 
of Eq. 10 is, 

if g, has full column rank. Therefore, Eqs. 25, 27, 28, and 29 
reduce to Eqs. 22, 20, 23, and 24, respectively, and are appli- 
cable to both complete and partial reconstruction. In the sub- 
sequent sections of the article, we will use the formulas for 
partial reconstruction to represent the general case. 

The conditions for partial and complete reconstruction can 
be summarized as follows: 

(i) If a, = 0, the fault is not reconstructable. 
(ii) If 0 < rank(8,) = [ < I , ,  the fault is partially recon- 

structable. 
(iii) If rank@:,) = l , ,  the fault is completely recon- 

structable, that is, all the fault directions can be corrected or 
reconstructed. 

(iv) If g, # 0, but f E %{GI},  the fault occurs in the van- 
ishing directions of s!. In this case, although the fault is par- 
tially reconstructable, it is not detectable. Here rank means 
rank of a matrix. 

Equation 20 now becomes 
Model for Best Reconstruction 

f ;  = fi lC7fI = s ; T f  = 9 " T X ,  (27) In order to achieve the best fault reconstruction, we need 
to select the optimal number of principal components and an 

- 1  

appropriate set of variables for monitoring. In this section we 
propose a quantitative criterion that estimates the goodness 
of the reconstruction, x,. We present the unreconstructed 

The reconstructed vector is obtained by the substitution of 
Eq. 25 into Eq. 18, 

" & +  variance as the indicator that determines how reliable the re- 
constructed sample vector is for different sets of sensors and 
principal components. 

X I  = ( I -  el=, >x, (28) 

or by the substitution of Eq. 27 into Eq. 19, 

From the preceding equations we notice that f ,  and x, can 
be calculated as long as E l  # 0. Therefore, a fault is partially 
reconstructable if and only if 8, # 0 is any one of the follow- 
ing statements: 

(i) dim{ s,} # 0; 
(ii) S ,  p S ; 
(iii) 2, z 0; or 
(iv) a,,,, (g,)> 0, where qmax ( E l )  is the largest singular 

value of gL. 
Figure 1 can be used to illustrate the case for partially re- 

constructable faults (top) and unreconstructable faults (bot- 

Unreconstructed variance 
Dunia et al. (1996a) defined the unreconstructed variance 

for a single sensor fault, which measures the reliability of the 
reconstruction procedure. This notion was extended to  the 
case of unidimensional process faults, in which reconstruc- 
tion is accomplished on a fault direction (Dunia and Qin, 
1996). Here we present a general definition of the unrecon- 
structed variance of faults characterized by a subspace for 
complete and partial reconstruction of a multidimensional 
fault. 

In the case of a multidimensional fault S,, we reconstruct 
the whole set of measurements x* using the fault basis 5,. 
The unreconstructed portion of x* is x* - x, E S,. We de- 
fine the unreconstructed mean and the unreconstructed vari- 
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unce as the mean and variance of the unreconstructed por- 
tion in S,, respectively, 

Substituting Eq. 7 in Eq. 18 gives: 

x* - x, = E , ( f ,  - f). (33) 

Therefore, 

To calculate the unreconstructed mean and variance, we 
consider the general case of partial reconstruction and that 
the fault magnitude is deterministic, that is, &{f} = f .  Substi- 
tuting Eq. 2.5 in Eq. 34 yields 

In this case, x, is a biased estimation of x*. Similarly, substi- 
tution of Eqs. 25 and 36 into Eq. 35 leads to  

where the relation uTu = trace {aT) is used, and truce means 
trace of a matrix. 

In the case of complete reconstruction, Eq. 36 becomes 

Therefore, the reconstruction is unbiased for the case of 
complete reconstruction. For the case of partial reconstruc- 
tion, where E L  is rank-deficient, a bias is incurred to achieve 
a minimum norm estimation of f .  This minimum norm esti- 
mation has meaningful implications in fault identification, to 
be discussed in the next section. 

Number of' principal components for best reconstruction 
As indicated in Eq. 37, u,  does not depend on the magni- 

tude of the fault. Therefore, to minimize the unreconstructed 
variance u,, we consider the fault-free cases only, or, f = 0, 
in Eq. 3.5, 
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where 

is the variance of f, projected on g, and 

is the variance of f, projected on 0. The relation &Tg, = 0 
is applied in deriving the preceding relations. 

Figure 4 (top) shows the projection of x* and x, (grey dots) 
on S (white dots) and 5 (black dots), which allows one to 
visualize the projection of x* - x, on these subspaces. The 
fault basis E l  is decomposed into 2L and E l ,  which corre- 
sponds to the projections onto S and g, respectively. The 
difference f* - 2, is in S and can be represented by &J,,  
while X* - 2, is in S and is given by g, f,. 

The expectations of II f* - 2, II and II 2* - P, I1 rep- 
resent li, and li,, respectively. Figure 4 (bottom) shows how 

Figure 4. Projection of the unreconstructed variance on 
the PCS and RS. 
Top: the points x' and x, are in X and their difference is 
given by the displacement S i f t .  Th; displacement is pro- 
jected onto S and $, resulting in =Ji and E , f , ,  respec- 
tively. Bottom: the expected squared-norm of these projec- 
tions represents the unreconstructed variances measured on 
8 and S .  
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G i  (white bar), iii (black bar), and ui (grey bar) are related. 
The index ui corresponds to the hypotenuse (gray bar), while 
f i  and L i i  correspond to the adjacent sides of the 90" angle. 

Next we show that the addition of L i ( l )  and fi(l) provides 
the possibility for a minimum with respect to 1. Equation 39 
can be rewritten as follows using Eq. 27, 

i 

The unit norm vector [,; represents the j t h  column of 2:. 
Dunia and Qin (1998) have demonstrated that i,YRi,J is 
monotonically decreasing with respect to 1. Therefore, the 
summation in Eq. 41 is also monotonically decreasing with 
respect to I ,  and results in ii,. Intuitively, the larger the num- 
ber of PCs, the smaller are the nonzero eigenvalues remain- 
ing in R, making i i , ( l+ 1) I Ll( l ) .  - 

The expression for f, is given by Eqs. 40 and 25: 

(42) 

For 1 + m ,  S + 8" and x, + 8" have a small distance to 
S .  As a result, its variance f, is large. 

Figure 5 illustrates the effect of 1 on u,, G I ,  and G I ,  repre- 
sented by the grey, black, and white bars, respectively. The 
subplots in Figure 5a and 5c show the unreconstructed vari- 
ance for the same number of principal components. The in- 
crease of 1 tends tc, move the fault subspace s, and the nor- 
mal sample vector x closer to S ,  as is shown in the subplots 
in Figure 5b and 5d. The resulting fi, is monotonically de- 
creasing with 1. However, the projection f ,  on S can de- 
crease or increase with I ,  as it decreases in the subplot in 
Figure 5b and increases in Figure 5d. Therefore, G, is not 
necessarily monotonically increasing with 1. Nevertheless, the 
subplot in Figure 5e shows that the tendency when 1 + m is 
to have a fault subspace almost included in the PCS, which 
makes the projection of the unreconstructed variance on S 
large. 

Because 11, is monotonically decreasing with respect to I ,  
and f, is large when 1 + rn, the sum ii, + t ,  = u,  provides 
the existence of a minimum with respect to 1. The calculation 
of a minimum u,  by choosing 1 improves reconstruction and 
identification of 5,. Therefore, we formulate an optimization 
problem where the objective is to  minimize a linear combina- 
tion of all possible u,  with respect to the number of principal 
components, 

minq'u = min(qTii + qT;) ,  (43) 
I I 

where u represents the vector of the unreconstructed vari- 
ances for all 5, E { T}, and q is a weighting vector with posi- 
tive entries. Such a vector allows one to adjust the model, 

Figure 5. Effect of I on ui, ui ,  and Oi .  
The subplots (a) and (c) represent the unreconstructed vari- 
ances under the same number of principal components. 
When I is increased, the projection f ,  can decrease or in- 
crease, as illustrated in the subplots (b) and (d), respectively. 
Nevertheless, ri, always decreases with 1. Finally, the subplot 
(el illustrates the tendency of the unreconstructed variances 
for I + rn. In this situation C, is large because S, is almost 
included in S. 

depending on how critical each fault is to process operation. 
Note that the linear combination of monotonically decreasing 
functions q'ii is also monotonically decreasing, and q T i  is 
large when 1 -+ m. Therefore, a minimum also exists for qTu. 

Inclusion of faults and variables 
The reconstructability condition only shows the feasibility 

to calculate x, from the PCA model given a fault bias E , .  If 
there is a lack of correlation among all variables, however, it 
is possible that the best reconstruction is not better than the 
sample mean, XI. In other words, denoting the unrecon- 
structed variance using the sample mean as 

it is possible to have u,  > g,. In this case, it is desirable to 
take the following options to reduce the reconstructed vari- 
ance: 

1 .  Reduce the variance u,  by dropping out insignificant sin- 
gular values of E ,  that tend to  introduce large reconstruction 
variance. 

2. If after the preceding step we still have u,  > el, the fault 
5, cannot be reliably reconstructed using the PCA model, and 
the best reconstruction is the sample mean. Such faults should 
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not be reconstructed using correlation-based methods, such 
as PCA. 

3. If 5* is a sensor fault that cannot be reliably recon- 
structed, that sensor has little correlation with others and 
should be removed from the PCA model. The monitoring of 
that sensor fault can be done using univariate methods since 
it is essentially independent of others. Inclusion of such sen- 
sors tend to inflate the unreconstructed variance q'u, which 
is not desirable. 

The preceding options provide an iterative approach to de- 
termining: 

(i) The significant dimension of a fault subspace at a vary- 
ing number of principal components; 

(ii) The set of faults to be reliably reconstructed using the 
PCA model: 

(iii) The set of variables to be included in the PCA model 
with significant correlation; 

(iv) The number of components for best reconstruction for 
the selected set of variables and faults. Faults that are ex- 
cluded during this procedure can only be reconstructed using 
other methods such as using the sample mean. 

The previous discussion suggests the following procedure 
for the selection of m and 1 using the unreconstructed vari- 
ance: 

1. Start with 1 = 1 in the first iteration. 
2. Consider all monitoring sensors. 
3. Estimate the correlation matrix R from normal process 

4. Calculate a principal-component model. 
5. Calculate the unreconstructed variance for sensor faults 

only. 
6. If for sensor i such that u,  > p, = 1, the sensor is taken 

out from the set of variables used for monitoring. In this case, 
return to step 3 until no sensor is eliminated. 

7. Adjust the process fault descriptions, {E l } ,  based on the 
set of sensors selected for monitoring. 

8. Calculate the unreconstructed variance for process faults. 
9. If u,  > G),, the direction in E i  with the smallest singular 

value is dropped out (partial reconstruction). u,  and p i  are 
recalculated until u, < pi.  If all the directions in S j  provide a 
poor reconstruction, 5, is taken out from the set of faults to 
be identified. 

10. If all sensors were eliminated in step 6, 1 is too large 
for the number of selected sensors, and the iteration stops. 
Othenvise, calculate qTu, increment 1 by one, and return to 
step 2. 

11. Determine at which 1 the parameter q'u is minimum. 
This provides not only the optimal I ,  but also the best set of 
sensors for monitoring. 

data. 

Fault Identification 
Once a fault is detected, the next task is to identify it from 

a set of possible faults {F,, j = I, . . ., J). In this article, the 
identification of a fault is carried out by assuming each of the 
faults in {5,} in turn and performing reconstruction. When 
the actual fault 5, is assumed, the reconstructed sample vec- 
tor x, is closest to the PCS, and the SPE of xz is brought in 
the normal confidence region. On the other hand, if F, ( j  # i) 
is assumed and the SPE of x, + , is larger than the normal 

confidence region, then F, is rejected as the possible fault. 
We define the SPE of xl as follows: 

given that 5, is the actual fault. If the actual fault 5; is as- 
sumed, the SPE is brought within the normal confidence re- 
gion: 

Due to the fact that reconstruction is involved in SPE, , 6; 
is necessarily different from a 2  where no reconstruction is 
involved. In the remaining part of this section, we discuss the 
relation of 6; with 6, the identification procedures, and an 
identification index that can be used to identify the actual 
fault. 

Relationship between ai and 6 
Substituting Eq. 29 into SPE, , ,, we obtain: 

If j = i, 

Note that the SPE, , , is not a function of the actual fault mag- 
nitude f .  Therefore, the confidence region for SPE,,, re- 
mains the same regardless of the fault magnitude, f .  Conse- 
quently, we can calculate the confidence limit 8, apn'on' based 
on the fault-free case along all fault directions {S,, i = 1. 
2, ... }. Such a confidence limit is still valid when a fault has 
happened. 

We denote SPE, , as the SPE of x, when there is no fault, 
which has the same form as SPE, ,: 

Equation 27 is used in deriving the preceding relation. Since 

SPE= I I X * l l 2 - < 6 * ,  (51) 

we obtain 
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Since 11 f; I1 
tion of Eq. 50 gives 

is still a random quantity, taking the expecta- 

= u,. (53) 

Therefore, the expected reduction in the SPE due to recon- 
struction in S, is identical to 6, .  This result can be used to 
estimate the confidence region for SPE, , when its proba- 
bilistic distribution is the same as that for SPE, 

The preceding relation assumes that reconstruction affects 
only the mean of the probabilistic distribution of SPE. An 
alternative way to estimate 6, is by applying the same guide- 
lines used for 6, for example, to define a threshold for the 
SPE, using fault-free data. In many cases 6, in Eq. 54 is 
small compared to 6*. Hence, one can use 6' to approxi- 
mate ti:, which yields more reliable identification. 

We consider the following possible scenarios for the identi- 
fication of the actual fault. 

5, Occurs but 5, # 5, Is Reconstructed. When 5, occurs 
and 5, # 5, is assumed, the SPE, , in Eq. 47 becomes 

where Eq. 27 is used in the preceding relation. Note that the 
SPE in the preceding equation includes the actual fault mag- 
nitude. The larger the fault magnitude, the larger is SPE, and 
thus SPE,,,. Therefore, to sufficiently identify 5, from other 
possible candidates {TI, that is, to make SPE > a;, it is 
desirable to have a large SPE and small I/ f ;  I /  . The condi- 
tions required to identify 5, from (5,} are derived in the next 
subsection. 

In this case, the 
SPE, , , is the same as SPE, , (), that is, 

i" 

The assumed fault 5, is the actual fault 5,. 

SPE, , , I 6,2 (56) 

indicates that the actual fault is identified. 
can 

always be identified, which makes SPE, , I  I 6,' I 6'. The only 
requirement is the feasibility to calculate K, that is, 5, is 
reconstructable. Nevertheless, if 5, is not reconstructable, it 
is also not detectable. Another remark is that it is possible to 
have SPE, I a:, but 5, f 5,. In this case, 5, and 5, are not 
isolatable, making the unique identification of 5, impossible. 
However, we can find a subset of the fault from the entire 
set, which narrows down the possible candidates for the ac- 
tual fault. Alternative approaches can be taken to further 
identify the actual fault. The conditions for identifiability will 
be derived in the next subsection. 

An important remark is that as long as 5, E {3,), 

Identification index 
Dunia et al. (1996) have shown that the ratio SPE,/SPE is 

a well-defined index for fault identification, based on Eq. 55, 

(57) 

where 77, E[O, 11 represents the identification index for 5, 
(Dunia and Qin, 1998). The identification index can be de- 
fined for partial and complete reconstruction of faults. If 5, 
is the actual fault, '7,2 + 0. To illustrate this tendency we sub- 
stitute Eq. 27 in Eq. 57, 

(59) 

when 11 f 11 is large or dominant. A confidence limit for the 
identification index can be defined based on fii, 

which makes the ratio 6:/SPE an adjustable confidence limit 
for 7:. 

Fault lsolatability 
The fault identification task is concerned with identifying 

the actual fault 5, from the set {TI). In our earlier work 
(Dunia and Qin, 1998), where unidimensional faults are con- 
sidered, we used the identification index to identify the ac- 
tual fault. If only one index among {$ is close to zero, then 
the actual fault is uniquely identifiable. Otherwise, we may 
find a few candidates that bring q close to zero. making 
unique identification impossible. 

Since the identification procedure assumes a candidate 5, 
for the actual fault 5,, the identifiability of 5, from the set 
{5,} is identical to the isolatability of two faults 5, and 5,(] = 

1,2, . . . , J ) .  Therefore, the idefitifiability and isolatability of 
two faults are interchangeable. We discuss the isolation of 
two faults and derive the isolatability conditions in this sub- 
section. 

Fault isolation 
Fault isolation determines whether another fault 5, is also 

identified as the cause when 5I occurs. In other words, the 
assumption that 5, occurred should make SPE,!, above the 
confidence limit when the fault 5, # 5, is affecting the pro- 
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cess. In general, a fault 5, is rejected as the possible cause of 
the fault when 

SPE, , ,  = I1 i, I /  > 6,2. (61) 

The preceding condition makes 5, and 5, sufficiently isolat- 
able. To achieve this condition, some necessary preconditions 
have to be in place. 

(i) Fault Fl has to satisfy the necessary condition for de- 
tectability. that is, Sif f 0; otherwise SPE is not affected by 
5,. 

( i i )  Fault 5, has to be reconstructable, that is, gj  f 0. 
Obviously it' all faults are necessarily detectable, that is, 

{g,f f 0. i = i,2, . . .}, the preceding conditions are satisfied. 
In the subsequent discussion of isolatability, we assume the 
necessary detectability condition for all faults; otherwise, no 
abnormality is detected and thus no isolation. 

We now examine the relation between the two fault sub- 
spaces: s, and s,, which represent %, and %,, respectively. 
We have the following four possible situations: 

(a) S, and S, d o  not overlap, that is, s,fl gj = 0. 
(b) 5, and S, partially overlap, that is, Si n Sj f 0. 

(d) S, c 4. 
(c) s, c s,. 

In case (a), the two faults may be completely isolatable, re- 
gardless of the direction of f .  In cases (b) and (c), the iso- 
latability depends on the magnitude and direction of f .  Case 
(d) shows that 5, cannot be isolated from 5,. Next we derive 
the necessary and sufficient conditions for complete isolata- 
bility and partial isolatability. 

Complete isohtability 

there is n o  f # 0 such that 
A fault 5, is completely isolatable from another fault 5 if 

(62) 

The preceding condition indicates that there is no nonzero 
common vector between 5, and Sj. Therefore, 3, n sj = 0 is 
a necessary condition to  make 5, and Si Completely isolatable. 

Another statement for complete isolatability is thar the 
projection of  %if onto s,' is not zero for all f E % ' I ,  ex- 
cept for f =  0. This condition indicates that none of the di- 
rections of g: vanish when projecting onto 4'. Note that 
the columns of I - zjsj  spans 5,'. Therefore, it is neces- 
s a v  to verify if the matrix ( I -  ajsj )a, has full column 
rank. According to Eq. 48, ( I  - g ~ ~ ~ ) a ~  having full column 
rank necessarily increases SPEj, I for any f # 0. In summary, 
one of the following statements is necessary to  determine if 
F, is completely isolatable from 5,. 

&OSPT 

i ; ."iOT & O  

( i )  S, n Sl = 0. 
(ii) I - sr =,=., is full rank. 
(iii) ( I  - foe:"') 2; has full column rank. 
(iv) urn,,, {( I - zl=, > 0. 

&aT&o&o 

& a  

Note that the condition for complete isolatability between 
faults is reciprocal; if FL is completely isolatable from 5,, 5, 
is also completely isolatable from 5,. This is shown simply by 
statement (i). 

Finally, to guarantee that SPE, , , will always be greater than 
SJ2 when 5, has occurred, the fault magnitude has to be large 
enough, which gives the sufficient condition for isolatability. 
To obtain the sufficient condition for isolatability, we require 
SPEIl, > S2, which guarantees SPE, > 6,2. Since i* is a 
random vector and represents the normal situation, we mini- 
mize SPE,,, with respect to 5*, subject to 11 i* / I  I 6 ,  

min SPE, , , .  
II i' I! 2 s 

(63) 

Appendix B shows that the solution of Eq. 63 is given by 

which is the worst i* for SPE, , ,, and Eq. 48 leads to 

( 6 5 )  

The following remarks are made in reference to these expres- 
sions: 

(i) The condition provided by Eq. 65 implies sufficient de- 
tectability because 

(ii) In the case of 8, I 8,, the sufficient condition for iso- 
latability would be given by 

which is equivalent to the sufficient condition for detectabii- 
ity. 

(iii) Since 

I I ( Z -  

the following relation guarantees sufficient isolatability, 

e 0 = ' T  A" where crnmln ( I  - )sJ > 0 is the minimum singular 
value of ( I  - 2iSF)g:. 
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Partial isolatability 
It is possible that the S l  n S, # 0, where complete isolation 

is not possible. In this case, q,,!,,(( I - eJgT)s:} = 0. How- 
ever, partial isolation is still possible, depending on f A nec- 
essary condition to satisfy Eq. 61 via Eq. 48 requires 

which implies 

Similar to the derivation for complete isolation, the minimum 
SPE, , , is given by 

This representation is feasible because of the necesary con- 
dition for partial isolatability. Similarly, to make SPE, , , > 6' ,  
we must require 

""&"T &' 
I1 ( I  - cl=, );,fll > 2s 

and 

g f .  0 (68) 

The lefthand side of Eq. 67 has been used by Krzanowski 
(1979) to compare the eigenvectors of two matrices, and by 
McBrayer (1995) to  determine the similarity between fault 
models based on bias terms in process variables. This work 
provides the conditions for the basis and magnitude of a fault 
to isolate it from other faults. 

We notice that the eigenvalues of I - s"g"' are either zero 
or one, and the eigenvectors of zero eigenvalues are the 
columns of gi. Therefore, to satisfy Eq. 66 we need to assure 
that 

1. I 

or 

s,p 5,. 

We summarize the necessary conditions for partial isolata- 

(a) If 3, is (partially) isolatable from 5, one of the follow- 
bility of 3, and 5/ as follows: 

ing conditions is true: 

.;"-"T G o -  

(b) 5i is not isolatable from 5, if ( I  - )=,f= 0, even 
though 5, may be detectable. 

Although the necessary condition for partial isolatability is 
satisfied, the magnitude of f has to be large enough to make 
3z sufficiently isolatable from 3,, that is, 

Equation 71 provides the sufficient condition for partial iso- 
latability. 

It should be noted that, although the partial isolatability 
and complete isolatability are fundamentally different, we can 
consider the complete isolatability as a special case for par- 
tial isolatability. Therefore, we can perform SVD for ( I  - 
ADAOT zj i ,  )ii. If all singular values are larger than zero, 3, is 
completely isolatable from 5,; if some of the singular vales of 
( I  - =, = j  )=I are zero and fp %{(I  - gigF)g;}, 3l is 
partially isolatable from 5,; otherwise, 3, is not isolatable 
from 3. To guarantee isolatability, Eq. 71 has to be satisfied. 

Figure 6 illustrates the partial and complete isolatability of 
fault 5, from fault Sj. Note that only the projections of Sj  
and S j  to  2 are considered to determine isolatability because 
these projections are used to calculate the SPE, and SPE,,,, 
respectively. In the top portion of the figure, the intersection 
of S, and 5, is  not 0, which provides abnormal conditions 
described by both subspace basis. However, if 8, n Si = 0 
(bottom), the faults are completely isolatable because no ab- 
normal condition belongs to both subspaces. Note that the 
conditions for partial isolatability of 5; from 3 are not recip- 
rocal. Figure 7 illustrates the situation whcre 3, is partially 
isolatable from 3,, but 3, is not isolatable from 3,. 

The complete procedure of the proposed method for fault 
identification and reconstruction can be summarized as fol- 
lows: 

& o G 0 T  G 

I .  Obtain normal process data and fault direction vectors 
or matrices for each process or  sensor fault. 

2. Build PCA models using various numbers of PCs. Deter- 
mine whether all faults detectable and reconstructable by ex- 
amining the singular values of ( g ) ] .  Remove faults that fail to 
meet the necessary condition of detectability and recon- 
structability. 

3. Build a refined PCA model with properly selected sen- 
sors and number of PCs using the procedure given in the 
section on inclusion of faults and variables of this article. Only 
fault direction vectors or  matrices are required in this step; 
these faults need not actually occur to accomplish this step. 

4. Determine whether fault Z, is isolatable from fault 8, 
by examining the singular values of ( I  - g;%T)gi, 

5. Perform on-line fault detection, identification, and re- 
construction. Fault identification is performed by monitoring 
the identification index defined in Eq. 57. 
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Figure 6. Partial and complete isolatability of Si from S1. 
For the case of 5, n 5, # 0 (top), both faults are- potential 
causes of an abnormal condition. However, for S,  17 S ,  = 0 
(bottom). the faults are completely isolatable. 

Case Study for a Simulated Process 
Consider the process flow diagram of Figure 8. Two sepa- 

ration columns are used to obtain three different products. 
The bottom of the first column is taken to the second column 
to obtain a second stream of light products. The control valves 
and the columns distribute the material flow, depending on 
the feedstock composition and production needs. A total of 
12 flow measurements are taken along the process. We con- 
sider all the sensor faults and leaks at each reboiler and pre- 

Figure 7. Fault Si cannot be isolated from fault Sj be- 
cause s i c  ij. 
Note that both faults are partially reconstructed because the 
intersection of S, and S, with S is not the null vector, 0.  

Figure 8. Simulated process. 
Twelve sensor faults are considered. Leaks at the preheaters 
and reboilers are process faults TI,, TI,, TIi ,  and TI6.  

heater. The first 12 faults correspond to the unidimensional 
sensor faults, which are characterized by the following direc- 
tions: 

where the E , s  are column vectors; and the last four faults 
correspond to the leaks at the reboilers (S13 and S15) and 
preheaters (S,, and S16). Appendix C shows how these fault 
descriptions are obtained and transformed for the use of this 
algorithm. A total of 1,000 samples were generated randomly 
for the calculation of the correlation matrix at normal pro- 
cess conditions. 

Detectability and reconstructability 
Detectability and reconstructability of the faults are veri- 

fied by testing whether or not g ,  is 0, which is easily verified 
by examining whether or not mma{gL) = 0. It turns out that 
all faults are detectable and at least partially reconstructable. 

To determine whether all faults are reliably recon- 
structable, that is, u,  < p,, the procedure given in the fourth 
section is used by (1) dropping out sensors that are not corre- 
lated; (2) dropping out insignificant singular values of E l  to 
reduce u , ;  and (3) dropping out process faults that are not 
reliably reconstructed. Whenever a principal component is 
included in the model or a sensor is dropped out, om&,) 
changes. Table 1 shows the maximum singular value, omJEJ, 
for all sensor faults and 1 E [l, 51. Note that for 1 E [l, 41 all 
sensors are reliably reconstructed; therefore, no sensors are 
deleted. However, 1 = 5, sensor 2 could not be reliably recon- 
structed and would be dropped out if the final model re- 
quires more than four PCs. If this is the case, sensor 2 would 
be better monitored using a univariate approach rather than 
the PCA-based approach. However, if the final PCA model 
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Table 1. Maximum Singular Value of fi for Different 
Number of Principal Components* 

I 
i 1 2 3 4 5 
1 
2 
3 
4 

5 
6 
7 
8 

9 
10 
11 
12 

13 
14 
15 
16 

0.94 
0.98 
0.94 
0.98 

0.93 
0.93 
0.96 
0.95 

0.94 
0.95 
1 .OO 
0.96 

1.00 
1.00 
1 .00 
1 .OO 

0.91 
0.83 
0.92 
0.82 

0.92 
0.93 
0.96 
0.91 

0.90 
0.91 
1 .00 
0.94 

1.00 
1 .OO 
1 .OO 
1.00 

0.91 0.9 I 
0.82 0.80 
0.92 0.91 
0.81 0.79 

0.92 0.89 
0.92 0.88 
0.96 0.70 
0.9 I 0.84 

0.90 0.84 
0.91 0.84 
0.55 0.55 
0.79 0.79 

1.00 1 .00 
1 .00 I .00 
0.94 0.91 
0.86 0.86 

0.64 

0.75 
0.75 

0.87 
0.87 
0.65 
0.81 

0.79 
0.58 
0.54 
0.78 

0.73 
0.74 
0.79 
0.71 

N/A 

*Although the singular value decreases with I ,  it is different than Lero, 
making the faults detectable and reconstructable in the range shown later 
in the text. Although the faults are reconstructable, reconstruction is not 
always reliable when some faults are assumed, like in the case of 5,  when 
using 1 = 5 .  

requires less than five principal components, sensor 2 can be 
reliably reconstructed. 

To check the condition for complete reconstruction of the 
multidimensional faults 3,, through 3,,, we check whether 
or not gm,n(gl) = 0. Table 2 shows that these singular values 
are not zero, which indicates that all faults are completely 
reconstructable. However, we still need to check whether all 
reconstructions are reliable, that is, whether u,  < pl, which is 
shown later. 

Selecting the number .of principal components 
The minimization of qTu will determine the optimal num- 

ber of principal components for fault reconstruction. We 
consider that all the faults have the same importance in re- 
construction. Because u ,  increases with the dimension of the 
fault subspace, which tends to give more importance to the 
faults with larger subspace dimensions, the elements of q are 
set to l/pL. In this way q normalizes the unreconstructed 
variances with respect to their limits, el, which takes into ae- 
count the subspace dimension. 

Table 3 provides u ,  for 1 = 1 to 6. Note that this table can 
be calculated based on the PCA model and fault directions 
only; there is no need to  generate or simulate these faults 

Table 2. Minimum Singular Value of Ei for Different 
Number of Principal Components.' 

1 
i 1 2 3 4 5 

13 0.92 0.83 0.82 0.59 0.57 
14 0.8.5 0.73 0.73 0.24 0.20 
1.5 0.89 0.44 0.36 0.17 0.14 
16 0.9.5 0.92 0.44 0.40 0.37 

*The results for unidimensional faults ( 5 ,  to 5,*) can be taken from Table 
1. 
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Table 3. Unreconstructed Variance as a Function of 1.' 

1 

I i ,  1 2 3 4 5 6 
I 1  
2 1  
3 1  
4 1  

5 1  
6 1  
7 1  
8 1  

9 1  
10 I 
11 1 
12 1 

13 2 
14 3 
15 3 
16 2 

0.47 
0.87 
0.46 
0.89 

0.37 
0.37 
0.72 
0.54 

0.53 
0.63 
1 .00 
0.69 

2.22 
3.45 
4.64 
1.91 

0.36 
0.44 
0.38 
0.46 

0.31 
0.30 
0.72 
0.40 

0.37 
0.50 
1.00 
0.63 

2.33 
2.71 
I .66(2) 
1.72 

0.36 
0.41 
0.38 
0.42 

0.3 1 
0.30 
0.72 
0.40 

0.37 
0.50 
0.85 
0.38 

2.34 
2.71 
0.37( 1) 
0.37(1) 

0.35 
0.35 
0.37 
0.35 

0.24 
0.22 
0.3 1 
0.23 

0.23 
0.39 
0.79 
0.38 

1.50 
0.78(2) 
0.3 1( 1) 
0.36(1) 

0.64 

0.38 
0.38 

0.25 
0.22 
0.32 
0.23 

0.24 
0.80 
0.81 
0.39 

2.02 
1.17(2) 
0.39(1) 
0.49(1) 

N/A 

a 'u  10.66 8.72 7.57 1.69 6.77 

'The minimum q'u is reached at 1 = 1. At 1 = 5 the second sensor is n o t  
reliably reconstructed because u 2  > e2 .  The numbers in parenthesis rep- 
resent the dimension of S, in the cases where 3, is partially recon- 
structcd. In the case of 1 = 6. the model overfits the data and all the sen- 
sors/sensor faults are dropped out. 

since the unreconstructed variance is independent of the fault 
magnitudes. The columns for 1 from 1 through 4 are gener- 
ated with all sensors since they are reliably reconstructed. 
The column for 1 = 5 is generated after deleting sensor 2, 
since its unreconstructed variance is larger than its variance. 
The following remarks are made from the results of this table. 

The numbers in parentheses represent the dimensions of 
S, required for reliable reconstruction, These faults were 
partially reconstructed because u,  would be larger than p, if 
completely reconstructed and some directions were dropped 
out to satisfy u,  5 p,. 

The multivariable faults 5,, to 5,, after dropping di- 
mensions in S, indeed have reduced unreconstructed vari- 
ance. 

The minimum q'u = 5.7 occurs at 1 = 4, where faults 5,,  
to 3,, are partially reconstructed. 

Sensor 2 would have been dropped out if 1 = 5 is opti- 
mal. Fortunately, it is kept in the model since the optimal I is 
4. 

In the case of I = 6, the model overfits the data and none 
of the variables can be reliably reconstructed. 

Figure 9 illustrates the weighted sum p f  unreconstructed 
variance and its projection onto S and S, given by 4'2 and 
qTii, respectively. As is indicated earlier in the article, the 
latter is monotonically decreasing with I ,  while the former 
tends to increase with I .  The sum of the two portions has a 
minimum at I = 4. 

To determine if the set of faults is iso- 
latable when using the optimal model, we examine if uma{(Z 

4 gives the values for vma{(I- gygT)2:} for each pair of 
faults. Note that the table is not necessarily symmetric be- 
cause the partial isolatability condition is not reciprocal. We 
observe that every pair of faults is isolatable except for the 
following cases: 

Fault isolatability. 

'"'"T r;" 
- L  -,-, I )=,) # 0 for each pair of reconstructable faults. Table 
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Figure 9. Effect of the number of principal components 

in the unreconstructed variance. 
1 he projections gfL and g 7 L  are monotonically increasing 
~ i i d  decreasing, respectively The minimum for gTu = gTi + 
g 'u  15 achieved at 1 = 4 

5 ,  , from 9,,, and vice versa. 
F,,, from 9 , ,  and TI4. 
5, from FJ2.- 

If gm,,,{(l - =,=, )=:} = 0, the faults are not completely 
isolatable. Table 5 depicts the minimum singular values 
CT,,,~~{(Z - ==.,=, )zy} for multidimensional faults. It is ob- 
served that, in addition to the nonisolatable faults just listed, 
the faults 5 , ,  and 5, ,  are not completely isolatable. This 
result is expected because 5,, and 5,, overlap and share the 
subspace S,,,. 

- c l " T  & 

&3&-1 i. 

Conclusions and Discussion 
Multidimensional fault detection, identification and recon- 

struction are proposed using a subspace approach. This ap- 

proach can describe process faults using the concept of fault 
subspaces. The magnitude of the fault is provided by the co- 
efficients used to represent the fault displacement that con- 
forms to the subspace basis. This representation allows one 
to describe process and sensor faults from a multidimen- 
sional perspective, which generalizes the unidimensional ap- 
proach used by Dunia and Qin (1998). 

The multidimensional fault case considers the fault dis- 
placement from the location of the normal sample vector on 
the subspace that describes the fault. The normal sample vec- 
tor satisfies the correlation imposed by the normal operation 
of the process. The correlation is captured in the PCA model, 
which partitions the measurement space into the PCS, where 
the process variations are according to the normal operation 
of the process, and the residual subspace, where the mea- 
surements deviate from the usual behavior of the process. 

Necessary and sufficient conditions for fault detectability 
are developed based on the model basis, fault direction, and 
magnitude of the fault. These conditions depend on the dis- 
crepancy between the model subspace S and the fault sub- 
space s,; the larger this discrepancy, the easier it is to detect 
the fault. It is shown in this work that this discrepancy is 
given by the projection of the fault basis on S. If this projec- 
tion is null, the fault is not detectable and any fault displace- 
ment will be considered as a normal variation of the process. 

Reconstructability is defined in terms of the feasibility to 
estimate the normal sample vector in the presence of a fault. 
This property depends on the fault directions or subspace. 
The fault displagement that happened in the PCS only can- 
not be reconstructed. In the case that the fault subspace ( s,) 
overlaps with S , the fault can only be partially reconstructed. 
Necessary and sufficient conditions for partial and complete 
reconstruction are also developed in this work. 

The concept of unreconstructed variance is extended in this 
article to the multidimensional fault case. The unrecon- 
structed variance allows one to design the PCA model for 
best reconstruction. The unreconstructed variance for multi- 
dimensional faults represents a summation of variances in all 
the reconstructable directions of S,. Because some directions 
of S, do not provide a reliable reconstruction of the fault 5,, 

Table 4. Maximum Singular Value of ( I  - go.6'?)6i for the Faults Descriptions and Optimum Model Obtained 
in the Example.* J - !  

7 i / r  1 i 3 4 5 6 7 8 9 10 11 12 13 14 15 16 
1 . 0.98 
2 0.98 . 
3 0.97 0.98 
4 0.97 0.98 

5 0.99 0.99 
6 0.99 0.99 
7 0.98 0.98 
8 1.00 1.00 

9 1.00 1.00 
10 1.00 1.00 
11 0.99 0.99 
12 0.99 0.99 

1.3 1.00 1.00 
14 1.00 1.00 
15 0.85 0.86 
16 0.64 0.96 

0.97 
0.98 

0.81 

1.00 
0.99 
0.98 
I .oo 
1.00 
1.00 
0.99 
0.98 

1.00 
1 .oo 
0.89 
0.95 

0.97 0.99 
0.98 0.99 
0.81 1.00 
. 0.99 

0.99 . 
0.99 0.96 
0.98 0.91 
1.00 0.99 

1.00 0.99 
1.00 0.99 
0.98 1.00 
0.99 1.00 

1.00 1.00 
1.00 1.00 
0.89 0.97 
0.95 0.99 

0.99 
0.99 
0.99 
0.99 

0.96 

0.91 
0.99 

0.99 
1.00 
1.00 
1.00 

1.00 
1.00 
0.97 
0.99 

0.98 1.00 1.00 1.00 0.99 0.99 0.99 0.96 0.85 
0.98 1.00 1.00 1.00 0.99 0.99 0.99 0.95 0.86 
0.98 1.00 1.00 1.00 0.99 0.98 0.99 0.97 0.89 
0.98 1.00 1.00 1.00 0.98 0.99 0.99 0.96 0.89 

0.91 0.99 0.99 0.99 1.00 1.00 0.89 0.78 0.97 
0.91 0.99 0.99 1.00 1.00 1.00 0.89 0.70 0.97 

. 0.97 0.98 0.97 1.00 1.00 0.15 0.90 0.92 
0.97 . 0.91 0.91 1.00 1.00 0.85 0.91 1.00 

0.98 0.91 * 0.91 1.00 1.00 0.84 0.91 1.00 
0.97 0.91 0.91 * 1.00 1.00 0.00 0.04 1.00 
1.00 1.00 1.00 1.00 . 0.07 0.99 0.98 0.92 
1.00 1.00 1.00 1.00 0.07 . 0.99 0.99 0.93 

1.00 1.00 1.00 1.00 1.00 1.00 * 0.95 1.00 
1.00 1.00 1.00 1.00 1.00 1.00 0.95 . 1.00 
0.92 1.00 1.00 1.00 0.92 0.93 0.96 0.84 . 
0.97 1.00 1.00 1.00 0.83 0.86 0.98 0.94 0.72 

0.64 
0.96 
0.95 
0.95 

0.99 
0.99 
0.97 
1.00 

1 .00 
1 .00 
0.83 
0.86 

1.00 
1.00 
0.72 

*A singular value close to zero indicates that the fault i is not isolatable from fault j .  
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Table 5. Minimum Singular Value of ( I  - s’.e0T)%p for the Faults Descriptions and Optimum Model Obtained 

i/j 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 

’ {n the Example.* 

1 . 0.98 
2 0.98 * 

3 0.97 0.98 
4 0.97 0.98 

5 0.99 0.99 
6 0.99 0.99 
7 0.98 0.98 
8 1.00 1.00 

9 1.00 1.00 
10 1.00 1.00 
11 0.99 0.99 
12 0.99 0.99 

13 0.99 0.99 
14 0.96 0.95 
15 0.85 0.86 
16 0.64 0.96 

0.97 
0.98 

0.81 

1.00 
0.99 
0.98 
1.00 

1.00 
1.00 
0.99 
0.98 

0.99 
0.97 
0.89 
0.95 

0.97 0.99 
0.98 0.99 
0.81 1.00 

0.99 
0.99 * 

0.99 0.96 
0.98 0.91 
1.00 0.99 

1.00 0.99 
1.00 0.99 
0.98 1.00 
0.99 1.00 

0.99 0.89 
0.96 0.78 
0.89 0.97 
0.95 0.95 

0.99 
0.99 
0.99 
0.99 

0.96 

0.91 
0.99 

0.99 
1 .oo 
1.00 
1.00 

0.89 
0.70 
0.97 
0.99 

0.98 1.00 
0.98 1.00 
0.98 1.00 
0.98 1.00 

0.91 0.99 
0.91 0.99 

* 0.97 
0.97 * 

0.98 0.91 
0.97 0.91 
1.00 1.00 
1.00 1.00 

0.15 0.85 
0.90 0.91 
0.92 1.00 
0.97 1.00 

1.00 
1.00 
1.00 
1.00 

0.99 
0.99 
0.98 
0.91 

0.91 
1.00 
1.00 

0.84 
0.91 
1.00 
1.00 

1.00 0.99 
1.00 0.99 
1.00 0.99 
1.00 0.98 

0.99 1.00 
1.00 1.00 
0.97 1.00 
0.91 1.00 

0.91 1.00 
* 1.00 

1.00 
1.00 0.07 

0.00 0.99 
0.04 0.98 
1.00 0.92 
1.00 0.83 

0.99 
0.99 
0.98 
0.99 

1 .OO 
1.00 
1.00 
1.00 

1 .OO 
1.00 
0.07 

0.99 
0.99 
0.93 
0.86 

0.99 0.96 
0.99 0.95 
0.99 0.97 
0.99 0.96 

0.89 0.78 
0.89 0.70 
0.15 0.90 
0.85 0.91 

0.84 0.91 
0.00 0.04 
0.99 0.98 
0.99 0.99 

. 0.03 
0.03 . 
0.96 0.84 
0.98 0.94 

0.85 
0.86 
0.89 
0.89 

0.97 
0.97 
0.92 
1.00 

1.00 
1 .OO 
0.92 
0.93 

0.96 
0.84 

0.72 

0.64 
0.96 
0.95 
0.95 

0.99 
0.99 
0.97 
1 .OO 

1 .00 
1 .OO 
0.83 
0.86 

0.98 
0.94 
0.72 

*A singular value close to zero indicates that the faults i and j are not completely isolatable. 

the dimension of S, can be reduced to consider only the di- 
rections with reliable reconstruction. As a result, not only can 
we determine the number of principal components and sen- 
sors to use for monitoring, but also the dimension of the fault 
subspace for reliable reconstruction. 

Fault identification is made via fault reconstruction. After 
a fault is detected, it is important to verify if another fault is 
also identified as the cause of the abnormal situation. The 
distinction between two faults brings up the issue of fault 
isolation of the actual fault and an assumed fault. 

The distinction between partial reconstruction and com- 
plete reconstruction is highlighted. However, these two cases 
can be unified using singular-value decomposition and the 
Moore-Penrose pseudoinverse, which makes complete re- 
construction a special case for partial reconstruction. Simi- 
larly, complete isolatability is also made a special case for 
partial isolatability. 

The conditions described in the article are applied to a 
simulated separation process. The results show the impor- 
tance of understanding and using the properties of de- 
tectability, reconstructability, and isolatability in process fault 
diagnosis. These properties are easy to visualize and apply 
using the notion of fault subspaces. Finally, the unrecon- 
structed variance was also used in the simulated process to 
determine the optimal number of principal components and 
the dimension of the fault subspaces for best reconstruction. 

The conditions derived in the article use the SPE to detect 
faults. It should be noted that the T2-test has also been used 
in the literature to detect faults that cause a significant shift 
in the PCS. While the SPE-based results apply to most situa- 
tions, they do not cover faults that increase the T 2  index but 
do not affect SPE. These types of faults are consistent with 
the model correlation structure, have similar behavior to nor- 
mal throughput changes, and are considered not detectable 
based on SPE detectability. However, use of the T 2  index 
can in fact detect such faults, provided a distinction between 
these types of faults and normal throughput changes is made. 
The detectability, reconstructability, and isolatability condi- 
tions using both SPE and T2 indices deserve further study. 

1828 August 1998 

Another issue of importance is the existence of dynamic 
transients in the data. In this case, the principal components 
are correlated in time. Although some form of low-pass filter- 
ing can reduce the effect of dynamic transients, a complete 
solution sould be to use dynamic PCA, which removes time- 
correlation in the PCS. Extension of the conditions derived 
in this article to the dynamic situation will be studied in the 
future. 
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Notation 
a ,  b =scalars 
a, b =vectors 
8{ .}=expectation 

I ,  =dimension of the ith fault subspace 
m =number of sensors 
32 =null space 
(R =range space 
ni =real 
x, =reconstructed sample vector when 5, is assumed 

Superscripts and subscripts 
=normalized matrix 

i =perpendicular 
T =  average 
* =uncorrupted portion 
+ = Moore-Penrose pseudo-inverse 
T =transpose 
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Appendix A 
Substituting the SVD form of Eq. 10 into Eq. 21 leads to 

Solving for t’f,,, we obtain 

AIChE Journal August 1998 

As a consequence, a complete solution of f, is 

where b E W ’ I - ‘ ~  represents an arbitrary displacement in the 
vanishing or unreconstructable directions. The first term on 
the righthand side represents the reconstruction in the non- 
vanishing directions. The partial reconstruction is defined as 
the reconstruction in the nonvanishing directions only, which 
sets b = 0: 

where 2; is the Moore-Penrose pseudoinverse given in Eq. 
26. Now we only need to show that 

to complete the proof of Eq. 25. From the properties of the 
Moore-Penrose pseudoinverse (Albert, 1972), g: is the 
pseudoinverse of g l  if and only if: 

(1) 8[%; and g,?gl  are symmetric. 
& + &  &+ - (2) g,&?g[ --q. 

(3) C,Z, E = E l .  

(i) 2,(2,+ C) and (2; C ) E l  are symmetric. 
(ii) (5; 6)gJ(%; Q= ( E ;  e). 
(iii) E,(E; c>B, = 8,. 

To show that -k,? e = *+ we need only to show that: - 1 ’ -  - 

Item (i) is easily shown by using the fact that 6 IS symmetric 
and CZ1 = g l .  Item (ii) is shown as follows: 

- -  

Similarly, item (iii) is easily shown using @, = g l .  

Appendix B 
The inequality constraint I1  f* I1 5 6 is added to the objec- 

tive function in Eq. 63, leading to the following optimization 
problem: 

min @ (B1) 
X* 

where 

The variables p and cp represent the Lagrange multiplier and 
the slack variable of the inequality constraint, respectively. 
Because the eigenvalues of I - =;SF are zeros or ones, a 
global minimum is expected from Eq. (B1). To calculate such 
a minimum, two possible cases need to be considered. 
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1. p = 0, in which case the inequality constraint is not ac- 
tive. If f* can be freely chosen to minimize the SPE,,,,  the 
minimum is obtained when f* + 2:f E (TI@;}, in which case 
SPE, , I  = 0. This case should be avoided because SPE, , ,  = 0 
I 6' and no sufficient condition for isolatability is achieved. 
A way to eliminate this situation is by increasing the magni- 
tude of f until the constraint is active and f* + g l f =  2 ; y  
E (R{eJ} is infeasible. Therefore, we would like to find a 
condition for f such that 

The preceding expression should be satisfied for any y E 914. 
particularly for 

which provides the worst case for Eq. B4. Note that 

has a minimum at y = E T Z y f .  Substitution in Eq. B4 gives 

This condition assures that there is no y such that SPE, ~, = 0. 
2. cp = 0, in which case the constraint is active. The differ- 

entiation of the objective function in Eq. B1 with respect to 
f* and cp leads to the following set of equations: 

Solving for f* in the first equation, we obtain 

X * = - [ ( ( l - p ) z - 2 ; q ]  - 1  ( I - =  = 
J J )= , f  

The matrix inversion lemma (Ogata, 1987) is used to obtain 
the following relation: 

which leads to  

and because I1 f* I1 = 6, we have 

Note that this solution makes X* E $'. Substitution of f* 
in Eq. 61 provides a sufficient condition for fault identifiabil- 
ity for the worst possible f* when the constraint is active. 

Such a condition assures that 5; is isolated from 3, when 
the constraint is active. Note that the preceding inequality is 
also a sufficient condition to  avoid case 1. Therefore, Eq. B8 
provides the sufficient condition for fault isolation when 3, 
and 5 are partially reconstructed. 

Appendix C 
To illustrate the description of a process fault we first con- 

sider F,,, which corresponds to a leak at the second column 
reboiler. The right side of Figure C1 shows a detail of the 
leak that affects sensors 8 to 10. An amount a of fluid leaving 
from the leak causes sensors 8 and 9 to be affected by the 
same amount. Because the flow is ramified downstream of 
sensor 9, however, a portion of a denoted by h affects sensor 
10. Therefore, S,, can be characterized by the followcd vec- 
tor: 

Z,,f = [ O  0 0 0 0 0 0 - - a  - a  - h  0 01' 

T 0 0 0 0 0 0 0 1 1 0 0 0  
= [ 0  0 0 0 0 0 0 0 0 1 0 01 [I;]. 

To make the fault directions orthonormal we choose 

I T .  3 0 0 0 0 0 0 0  &/2 &/2 0 0 0  
0 0 0 0 0 0 0  0 0 1 0 0  [ El? = 

Therefore, Z,, describes any displacement on S , , ,  that is, 
any possible leak at the second reboiler. 

i 

I 

a-b 

7 

I 

Figure C1. Description of FI3 and FI6 for the loss of 
material at the locations indicated by such 
faults in Figure 10. 
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In the case of a fault close to the feed stream, like F,,, the 
fault will cause the total feed to increase and the split ratio 
bctween the two branches to change. We assume that an in- 
cremental amount, a ,  coming into the feed is distributed in b 
and a - b between sensors 1 and 11, respectively. As the left 
side of Figure C1 illustrates, the amount b goes through the 
leak. Therefore, 

E , , f = [ b  0 0 0 0 0 0 0 0 0 a - b  a l T  

0 0 0 0 0 0 0 0 0 0  
= [ I  0 0 0 0 0 0 0 0 0 '1 :I"$ 

The orthonormal fault direction Z16 is provided by SVD, 

-&/2 0 0 0 0 0 0 0 0 0 0 -&/2 
-&/6 0 0 0 0 0 0 0 0 0 6 / 3  

Faults F,, and F,, can be represented from the feed side 
(like F,6) or product side (like F,,), depending on which side 
provides the subspace with less dimension and with more re- 
liable sensors. Like the preceding derivation, the fault direc- 
tions for faults F,, and F,, are 

0 0 0 0 0 1  1 0 0  0 
= , ' l = O  0 0 0 0 0 -1 1 1  1 

0 0 0 0 0 0  0 0 0 - 1 0 0  

I 0 0 0 0 0 0.1585 0.5788 -0.4203 -0.4203 -0.5354 0 0 
0 0 0 0 0 -0.6899 -0.5009 -0.1889 -0.1889 -0.4492 0 0 
0 0 0 0 0 0.3146 -0.1187 0.4332 0.4332 -0.7153 0 0 

- I  
After ~ 

and 

T 
0 0  0 0 0 0 0 0 0 0  1 

0 0 - 1 - 1 0 0 0 0 0 0  0 0 

-0.3546 -0.3546 -0.5237 -0.5237 0 0 0 0 0 0 0.4391 0.0846 

0.5237 -0.3546 -0.3546 0 0 0 0 0 0 -0.0846 0.4391 

1 1 1 0 0 0 0 0  0 -1 :] 
-0.3162 -0.3162 0 0 0 0 0 0 -0.6325 -0.6325 . I 0 After --j 
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